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The Internet of Things is an important element of Industry 4.0, which
has brought innovative technological contributions to the energy sector;
Industry 4.0 allows organisations to transition to intelligent companies
through the use of the Internet of Things and technologies that favour
manufacturing and production processes to be more efficient. The aim
of this paper is to identify how the application of the Internet of Things
has had benefits in the energy sector. This paper presents a literature
review in a traditional way, to identify the importance of the Internet
of Things and its application in the energy sector in the field of wind,
solar, hydroelectric, and fossil energy. The analysis of the literature
shows that there are studies that indicate the benefit of the internet of

Things in the energy sector, with 48 documents being recognised, of
which 25 publications belong to the year 2022.
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1.  INTRODUCTION

The energy sector encompasses processes of conversion, extraction, transmission, and distribution of
energy in sectors such as industry, transport, agriculture, forestry, and construction.

The energy sector is currently going through a process of technological globalisation, which opens it up to
the challenges and opportunities driven by Industry 4.0 and to solving the need for sustainable
development. Technological globalisation and Industry 4.0 drive the energy sector to adapt quickly to new
technologies and to face complex problems in areas such as sustainability, cybersecurity, regulation, and
workforce training, while seeking to take advantage of opportunities to improve efficiency and to reduce
the environmental impact. This technological breakthrough not only transforms the way energy is produced
and consumed, but also addresses crucial needs for sustainable development. Technological innovation in
the energy sector plays a crucial role in achieving global goals related to sustainable development,
especially in the promotion and adoption of renewable energies. These innovations range from improving
the efficiency of solar panels and wind turbines to developing advanced energy storage technologies, such
as lithium-ion batteries and grid storage solutions. In addition, digitalisation and the use of artificial
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intelligence in energy management allow for real-time optimisation of energy distribution and
consumption, thus reducing losses and improving the overall efficiency of the system; likewise for
mechanisms that guarantee a favourable innovation ecosystem based on neo-industrialisation [1].

The Internet of Things (loT) enables the interconnection of devices and systems, facilitating real-time data
collection and analysis. This improves efficiency in energy production by optimising the use of resources
and minimising losses. In respectpredictive maintenance, loT sensors can detect anomalies and predict
failures before they occur, reducing downtime and repair costs. In addition, Industry 4.0, through the use
of advanced technologies such as big data analysis and artificial intelligence, improves the monitoring and
control of energy systems, allowing for more precise and efficient management and for informed decision-
making to increase productivity and sustainability.

Energy is essential for the economic development of a country. However, the ability to perform a
sustainability analysis of their digital transformation was quite limited. With the intervention of Industry
4.0, changes are taking place in digital transformation, focused on social aspects of manufacturing and
organisation such as the application of emerging technologies, artificial intelligence, the loT, augmented
and virtual reality, data analytics, robotics, and automation [2]. The intervention of Industry 4.0 in
industrial processes has generated greater digitalisation in organisations, based on intelligent and
interconnected production through implementing the loT [3]. The energy sector has seen technological
growth with the implementation of electronic devices that help to solve the demand for energy and that
generate changes in prices for organisations in different countries [4, 5, 6].

The purpose of this study was to identify how the loT has benefited the energy sector from a traditional
literature review approach, and to identify how new technologies are applied in Industry 4.0, supported by
the literature being analysed, through bibliometric research. The databases used to obtain the information
were Scopus, EBSCO Essential, MDPI, and Taylor and Francis.

There are digital innovation platforms that are focused on the energy sector with the ability to generate
value and innovation in their ecosystems, resulting in the formation of different disciplines of interest in
global trends, such as digital transformation and Industry 4.0 [7]. Digitalisation has presented results of
continuous improvement in productivity of 3% to 5% per year, improving costs above 25%.

The implementation of innovative state-of-the-art strategies strengthens the direction of the actions taken
in managing companies, and increases the reliability of technological solutions that have increased the
useful life of a power plant by 30%. The intervention of technologies such as Blockchain and Industry 4.0
have made it possible to increase energy efficiency and to produce actions for better organisational
management (Table 1) [8].

Table 1: Direction and developmental elements of the energy sector

Elements Applications

A) Decarbonisation A1- Renewable energy companies (RES)
A2- Nuclear energy
A3- Alternative Fuels

B) Sustainable development B1- Energy efficiency
B2- Increased flexibility
B3- Eco-mobility
C) Digitalisation C1- Digital twin
C2- Radio frequency identifier (RFID)
C3- Internet of Things (loT)
C4- Blockchain
C5- Virtualisation
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2. LITERATURE REVIEW

Digitalisation opens up new opportunities to improve energy efficiency through the application of data
mining and information analysis. With the use of artificial intelligence (Al) algorithms and the integration
of loT technologies, it is possible to optimise energy consumption more effectively. the loT enables the
real-time collection of data from connected devices, facilitating more detailed and accurate analysis that,
combined with Al, can anticipate and respond to energy needs dynamically, reducing waste and improving
the sustainability of the energy sector [9]. This research aimed to analyse the importance of Industry 4.0
(14.0) and its application in the energy sector. For this reason, a systematic review of relevant research in
which 14.0 has been applied in different areas of the energy sector was carried out.

2.1. Industry 4.0 in the energy sector

14.0 has provided innovative technological breakthroughs for the energy sector that represent new
opportunities for improvements in organisations. 4.0 brings with it the transformation of organisations’
conventional production systems into intelligent systems with technology intervention. Technological
changes have improved the functioning of different industrial processes as a result of the generation of
efficient and innovative companies [10]. Organisations are seeking to achieve sustainability in their
production processes and, through the intervention of new technologies such as 14.0, to reduce the level
of the greenhouse effect in order to avoid disasters and irreparable damage to the environment. The energy
sector has been gradually incorporating automation and business connectivity to make manufacturing
processes more agile, flexible, innovative, and pvisible to customers [11] [12]. This trend towards
automation involves implementing advanced technologies such as artificial intelligence, the loT, and big
data analytics. These technologies make it possible to optimise resource management, improve operational
efficiency, and reduce costs.

2.2. Wind energy

Wind energy is a form of renewable energy (RE) that, in the last decade, has advanced efficiency through
the use of effective controllers with the ability to regulate the power it generates [13]. Wind energy is an
accessible way to generate kinetic energy and transform it into electrical energy. It is increasingly used in
obtaining renewable energy, using advanced technology such as controllers, converters, and modern
generators that are integrated with wind turbines [14].

One element of 14.0 that has brought benefits in wind energy harvesting is the IoT. The combination of a
system based on the real-time environmental monitoring of humidity and temperature and a wind-driven
electromagnetic energy harvester with a pair of rotational magnetic poles has provided results that can be
sent in real-time to a smartphone. This innovative system is a technological breakthrough in the
transformation, for example, of standard agriculture into smart agriculture, since the maximum energy
efficiency is 73% [15].

The manufacture of intelligent technology, intelligent processing, and information communication has
brought the IoT to a new level of intelligent evaluation [16], and has achieved an increase in the
performance of information management and analysis. loT-based systems with cloud computing and big
data analysis present an important approach to the field of wind energy as a promising, environmentally
friendly and clean source of renewable energy. Productivity, efficiency, operating costs, and profitability
are parameters that require a system with the ability to maintain high performance over a long period of
time. loT is perceived as a key technology trend for sustainable growth in the renewable energy sector.
Wind energy in particular benefits greatly from these innovations, enabling more efficient resource
management, reduced costs, and maximised energy production, thus securing its position as a key solution
in the transition to a more sustainable energy future [17].

The high-performance triboelectric nanogenerator (TENG), based on the loT and with the ability efficiently
to collect wind energy for distribution, is a new-generation technological energy solution. Energy solutions
and the loT are in high demand in this 14.0 approach, with features to power wide-range sensors. Wind
energy is considered an ideal energy source for distributed devices and sensors owing to its great advantages
of being sustainable and renewable [18]. The conversion and distribution of wind energy has brought a
global technological revolution by generating renewable energy through the use of power conversion
systems (WECS), which feature advanced multi-level inverters (MLIs) to develop wind technologies [19].

65



The loT is a crucial element in improving the reliability of renewable energies. It has been the main
objective in improving wind turbines, thus reducing energy costs and risks. However, using the loT is a
difficult task, as it is necessary for the level of the wind turbine to be monitored in real time [20]. With
the intervention of the loT, automation and artificial intelligence is enabled, using systems that are smart,
reliable, efficient, and able to eliminate global energy problems [21]. Although wind energy has some
instability that is derived from the weather, climatic zone, time of day, and season of the year, the
intervention of new technology helps to generate greater reliability and quality in energy; and better wind
prediction is achieved through the use of deep learning (DL) and the loT [22].

The global need is for renewable sources of energy that meet the demand for electricity, such as wind and
solar power, which are vital to combat climate change. The technologies that accompany 4.0 have proven
to be effective in pursuing the benefits of wind energy and achieving a reduction in pollution [23]. The loT
manages a large infrastructure of web-enabled smart devices - small devices that use embedded systems,
such as processors, sensors, and communication hardware - to collect and send data that is acquired from
their environment. Energy harvesting plays an important role in increasing the efficiency and lifespan of
loT devices; thus it is important to make the loT environmentally sustainable [24].

The loT as an element of 14.0 arises from an intelligent approach that helps to manage renewable energies
with excellent possibilities for progress in improving the reliability of wind energy conversion systems,
different turbine operation scenarios, and the design of algorithms for better control [25].

The integration of wind energy into 4.0 aims to optimise resources and manage energy production
intelligently. Automation and data analytics could improve the efficiency and reliability of wind farms.

2.3. Hydroelectric power

Large hydroelectric power plants are dedicated to obtaining the greatest amount of electrical energy from
the power of water. There are currently hydraulic infrastructures that have the capacity to exploit the
potential of this renewable resource at up to 95% of total yield [26][27]. Hydroelectric power plants have
important elements [28] that together have the capacity to convert the potential electrical energy
contained in a given body of water as it moves at two specific points at a certain height (Figure 1).
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Figure 1: Main elements of a hydroelectric power plant

A solution that has helped rural areas in the field of energy are peak-type hydroelectric plants based on
the loT. This technology helps to monitor the flow rate of river water through monitoring systems (WAFLOW-
MT) and water flow sensors. The information collected by the system is sent to web servers in real time for
analysis when the WAFLOW-MT monitoring system has presented a successful water flow monitoring
response [29].
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Hydroelectric power plants are power renewal plants that have the highest installed capacity in the world.
New technologies such as the loT and machine learning (ML) have the ability to detect problems in real
time and to ensure an effective solution for proper operation. There are systems that, through the
intervention of analogue evaluations, detect errors caused by some condition in the operation of the
system. There are also learning methods that, by applying the supervisory control and data acquisition
(SCADA) system, which has the capacity of machine learning to predict problems with up to 96% success,
eliminates early anomalies and takes precautions in an appropriate way [30] [31].

The goal of obtaining renewable energy sources has become fundamental to reducing carbon emissions
worldwide. Hydropower in some countries, such as Bangladesh, is located in specific areas, and is used to
assess the capacity and viability of this energy by implementing combined cycle hydropower systems, which
would help the plant to generate a significant amount of additional electricity with greater efficiency
throughout its process [32].

While many countries are innovating with the new technologies offered by 14.0, there are difficulties such
as those faced by Nigeria and many other countries in Africa, where energy poverty is more widespread in
rural communities, as only 36% of the population has access to electricity. Small hydropower plants are
being considered as a viable and sustainable solution for rural areas in Nigeria. Not only are these projects
easier to implement with geographic information systems (GIS) technologies, but they also meet
environmental requirements by reducing dependency on fossil fuels and minimising the ecological impact.

With new technological advances in GIS and remote sensing, hydropower site identification has become
accessible, fast, and cost-effective as clean energy that meets economic and environmental requirements.
GIS and remote sensing technologies are revolutionising the way in which hydropower projects are
identified and developed. These tools make it possible to map potential areas for hydropower projects with
unprecedented accuracy and speed [33].

Another important objective of hydropower is to improve the safety of hydraulic structures in hydroelectric
power plants for which there are smart designs, schemes, and connections based on the IoT. This type of
hydraulic equipment monitoring connection is made through a communication network, a real-time
monitoring application, and system information security in order to ensure the efficiency of the operation
of the hydropower plant infrastructure [34].

Although the construction of a hydropower plant is a long-term project, the loT and 14.0 technologies can
play a crucial role in all stages of the project, from initial planning to ongoing operation and maintenance.
These technologies enable better data-driven decision-making, resource optimisation, and improvements
in plant efficiency and sustainability.

14.0 has a contribution to make in new technologies to hydroelectric energy and sustainable development,
guaranteeing environmental security for the future. Clean energy, affordable energy, and infrastructure
innovation are important elements that today are part of the objectives of sustainable development that
are applied to the energy sector [35].

The application of advanced technologies such as the loT, artificial intelligence, and data analytics enables
a more efficient and accurate management of hydropower plants. This leads to an improvement in
operational efficiency, reducing costs and optimising the performance of power generation. In addition,
the integration of hydropower into an 14.0 environment facilities greater flexibility and adaptability of the
energy system, allowing a better response to fluctuations in demand and greater integration with other
renewable energy sources.

2.4. Solar energy

The solar panel is a device that converts electromagnetic radiation obtained from the sun into electrical
energy for the operation of any system [36]. The biggest advantage of solar energy systems is that, like
other renewable energy sources, they do not have negative effects on the natural environment [37], [38].

There are models for the control and analysis of smart solar energy consumption, based on the loT, through
the use of solar energy from micro-photovoltaic grids. The loT design meets product and process
requirements. Solar panel energy adequately addresses important aspects of production processes. This
should include risks related to product quality and safety [39].
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Not only is the safety and quality of a product important when talking about the 10T in relation to solar
energy, but also having the assurance of a good quality management system that can evaluate the
effectiveness of solar consumption [40][41].

Through the intervention of the loT, bluetooth, and blockchain technique, platforms such as EggBlock have
been generated to promote the trading of solar energy among users who have solar panel equipment. This
platform proposes a dynamic based on Q-learning, which is a real-time panel control mechanism with which
it is only necessary to establish the direction of the solar panel and the amount of energy generation such
as the status and the reward respectively. The intervention of the IoT in this system presents an average
energy generation gain of 35% [42] [43].

Solar power plants are installed in remote locations; therefore, it is necessary to have a remote monitoring
and control system that has web-based interfaces with technology based on the loT, which allows for real-
time information on solar irradiance, temperature, clarity index, panel voltage, current, peak power, and
tilt angle of the solar panel to be monitored in order to maximise photovoltaic energy using a genetic
algorithm. The development of an loT-integrated solar power plant with hardware configuration can
improve the performance of the proposed system. The loT-based control of the solar power plant
significantly improves the performance of monitoring and the maintenance of power plant parameters with
cost-effectiveness [44].

As long as there is an interest in implementing new technologies, the management of the electricity
generated by solar panels relies heavily on the loT. While it is challenging to create smart, practical, and
affordable condition monitoring, protection, and control systems for residential distribution networks,
there are also mobile apps that allow individual users to monitor the system in real time, to alert users
about electrical system issues, to display real-time energy usage, and to provide other essential alerts and
warnings [45] [46]. Forecasting photovoltaic power generation is of great importance for maintaining grid
security and coordinating resource use. In the age of big data, it is possible for loT technology to be powered
by Al to generate accurate solar energy [47].

To meet the world’s need for energy consumption, we need to find better and more stable alternative
forms of renewable energy with advanced technology. The most readily available energy source is solar
energy, in conjunction with techniques such as artificial neural networks (ANN) and fuzzy, which are more
accurate techniques based on forward/backward propagation and multiple layers, linear regression with an
ANN model, and a GNN graph neural network-based model. The use of fuzzy logic and ANN models has been
more effective in estimating energy consumption and in optimising results in real time [48] [49].

The energy industry is undergoing major changes with the intervention of 14.0. In addition, innovative
business model strategies have enabled access to electricity and the benefits that solar energy offers today.

The convergence of solar energy and 14.0 offers a range of innovative benefits. By integrating technologies
such as the loT, Al, and data analytics, solar installations can be optimised to maximise production and
minimise operating costs. This translates into greater energy efficiency and a reduced reliance on non-
renewable energy sources. In addition, digitalisation enables real-time monitoring and predictive
maintenance, improving the reliability and availability of solar energy. The combination of solar energy
and 14.0 technologies also promotes energy decentralisation and system resilience by enabling a smoother
integration with the power grid and smarter demand management.

2.5. Fossil fuel energy

The oil and gas (0&G) industry is highly complex, and uses highly specialised equipment, tools, and assets.
In recent years, the trend in that industry has been to integrate digital technologies into the O&G extraction
process as the performance of information technology (IT) has increased and the price has decreased. loT
solutions applied in the O&G industry have optimised the information that is generated by infrastructures
through the integration of sensors, communication channels, and data analysis to ensure effective security
[50].

The application of the loT is considered a new technological concept in the O&G industry, which provides
a high level of security by detecting faults in real time. It reduces the costs of production processes, such
as exploration, search, monitoring in the oil industry, in order to optimise and ensure a highly productive
performance [51].
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The 14.0 concept has become part of a global revolution, which has been led mainly by the manufacturing
sector. The continuous process industry is part of this global trend, in which there are aspects of 14.0 that
must be adapted to it, such as oil refineries that have evolved through control supported by specific
technologies based on the loT and Al. These can overcome the current limitations of advanced control
systems by providing better performance in highly nonlinear and complex systems, operating with a wider
reach in respect of signals/data [52].

The loT has changed the landscape of 0&G. Recent research by Inmarsat Research found that nearly 74%
of 0&G companies have implemented at least one IoT project, and an additional 81% indicated that they
planned to accelerate their loT adoption in response to difficulties related to the recent global pandemic.

Another innovative technology is the intervention of private 5G networks in support of advanced solutions
that improve safety in the workplace. O&G companies can apply smart-edge solutions to monitor safety
risk breaches. loT sensors can detect gas leaks in equipment, temperature fluctuations, and vibrations to
prevent catastrophic events while keeping employees safe. From a sustainability standpoint, private 5G
enables solutions that help to prevent O&G leaks, reducing their environmental impact, and that implement
smart solutions that minimise the use of energy and resources to reduce emissions in the field.

The 4IR, digital transformation (DT), the loT, and Al have become valuable tools in the O&G industry. DT
in O&G requires the union of physical technologies, such as smart sensors, with cloud-based digital
technologies - a union that forms the basis for the loT. Drilling companies benefit from the implementation
of the set of loT-related technologies; although they focus on the costs that are saved, they also emphasise
the great potential that these technologies should have in the future to increase their efficiency in
generating revenue and profits, performing tasks differently in a traditional industry such as drilling [53].

The collapse in oil prices in mid-2014 and in early 2016 was the largest in modern history, causing a drop
of more than 70% in the price of a barrel, prompting O&G companies to think seriously about maintaining
their profitability. Most companies were able to survive in part because of the simplification of their
operations. The price recovery in 2021 reached only 70% of its peak value. Companies have thus focused
on reducing the cost of operations while simultaneously increasing production and finding new and different
strategies to survive, such as with the practical solution of the loT, which improves the oil production rate
of the well and increases the average pump (filling) efficiency to 90% [54].

Other main technologies are submarine wireless sensor networks (UWSN) that are related to environmental
monitoring, underwater O&G extraction, military surveillance, smart agriculture, and communication,
among other activities. It is worth mentioning that this type of technology is prone to major problems, such
as a limited network lifespan, the low processing capacity of nodes, high power consumption to execute
routing protocols, and the difficulty in replacing ganglia; but they meet the goal of reducing power
consumption [55].

A management information system (GIS) for the storage and transportation of O&G, based on the loT, is
being used to analyse accurately the route planning of O&G pipelines, as well as for O&G production
scheduling, the statistical analysis of O&G data, and other functions that have helped organisations to have
real-time control, with benefits in the optimisation of industrial O&G processes [56].

The application of 14.0 technologies in the fossil energy sector can bring significant improvements in
efficiency and safety. Through the integration of sensors, data analytics, and advanced automation
systems, operations in fossil energy extraction, refining, and distribution can be optimised to reduce costs
and minimise operational risks. In addition, the implementation of real-time monitoring technologies allows
for a faster response to market fluctuations and consumer demands, thus improving the flexibility and
adaptability of the energy sector. However, it is important to consider that fossil energy, despite
technological improvements, remains a non-renewable source and contributes to greenhouse gas emissions,
underscoring the need to continue moving towards cleaner and more sustainable energy sources.

In the 14.0 era, wind energy has stood out for its ability to generate electricity more efficiently, thanks to
advanced technologies that integrate it with intelligent energy management systems. Although fossil energy
sources remain critical in several industrial sectors, cleaner and more efficient alternatives are being
developed to reduce their environmental footprint and to improve their adaptation to 14.0. Hydropower,
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especially in areas with an abundance of water, is emerging as a viable option, focusing on optimising
production and managing energy intelligently. On the other hand, solar energy has experienced remarkable
growth in this context, thanks to advances in photovoltaic technology and energy storage, providing greater
autonomy and efficiency in industrial processes. Together these energy sources are merging with digital
technologies and automated systems to enhance efficiency and sustainability in 14.0, promoting greater
competitiveness and a reduction in environmental impact.

3. METHODOLOGY
3.1. Literature search

The search for information in the literature was based on queries of scientific articles, repositories, and
specialised databases. The topic was identified in English and Spanish articles in which concepts related to
14.0 and its relationship with the energy sector were presented. Publications from the last 12 years were
considered. The search of the literature in the traditional way was deepened: databases were identified
and topics related to the present study were searched. Table 2 details the search mechanism to obtain
information using the following data: author’s name, journal where the research work was published, year
of publication, keywords, and country where the research was developed or applied.

We chose to use the PRISMA method [57] as a starting point to carry out the systematic review process.
This method uses a flowchart (Figure 2) as a model for the organised presentation of the information that
was examined. In the context of this research, a review of the initial 217 documents was carried out,
prioritising their importance in relation to the research topic. During this process, 45 documents were
discarded because of duplication or similarities. Of the remaining 172 articles, a comprehensive review was
conducted by experts in the field. At this stage, 60 documents were excluded because they did not meet
the objectives of the research, 17 because they did not fit the target population, 22 because they lacked
significant applications in the area of engineering, and 25 because they were not relevant in the information
they provided. Consequently, only 48 texts were assessed for suitability and inclusion in the systematic
review.

—
B - Records removed before screening:
.g Records identified from: Duplicate records (n = 45)
g Databases (n =217) Records marked as ineligible by automation tools
g Scopus [n = 74) > (n=0)
z EBSCO Essential (n = 62) Records removed for other reasons (n = 0)
g MDPI (n = 46)
= Taylor and Francis (n = 35)
i
—
Records screened
(n=172)
Reports sought for retrieval
E (n=172)
=
S
[
; }
P
Reports assessed for eligibility . RE&; réis:g?:e:déu)
(n=172) Population {n = 17)
Application (n = 22)

Relevance (n=25)

A4

Studies included in review
(n = 48)

[ Included ] [

Figure 2: PRISMA flowchart used to determine the number of papers used in the literature review

The final literature search was located in the databases of Scopus, EBSCO Essential, MDPI, and Taylor and
Francis, and the analysis was based on the bibliometrics of the literature.

A bibliographic search is frequently used in the so-called state-of-the-art of researchers who seek the
theoretical foundations of their study variables. Below is presented the database matrix built with the
existing literature (Table 2).
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4. RESULTS

Table 2: Search mechanisms for obtaining information

Author Journal Year Keywords Location
A. Bytniewski Springer 2020  Blockchain, blockchain application, government.  Poland
N. Bhagwan Journal of Energy in 2022 14.0 technology, energy sector, the loT, real- South Africa
Southern Africa time data, artificial intelligence, integration of
human machines.
Z. Dobrowolski  Energies 2021 Energy, risk, the loT, big data, 14.0, supply chain  Poland
and logistics.
S. Manna Inter Journal of Eng 2023 Power peak point tracking, angle controller, and India
and Tech Innovation wind power.
C. Wang Global Energy 2022 Wind turbines, power modelling systems, and China
Interconnection wind factory modelling.
S. Roy Energies 2022 Electromagnetic induction, wind power, Bangladesh
autonomous wireless sensors, and electronic
force management.
H. Teimourian  Springer 2022  Wind energy, the loT, energy. Turkey
S. Karad Springer 2021 Wind power plants, integration of the loT, and India
the internet of energy.
Y. Zou Materials 2022 Nano triboelectric generators, wind power, China
distribution sensors, the loT.
M. Liton CSEE - Journal of 2021 Asset management, condition monitoring, the Australia
Power and Energy loT, wind energy and conversion systems.
Sys
L. Alhmoud Open Engineering 2019 The IoT, wind energy, wind speed and sensors. Brazil
M. Lanre International 2021 Energy 4.0, smart energy & wind farm. China
Journal of Energy
Research
N. Shabbir Computers, 2022 Wind energy production, energy forecasting, Estonia
Materials & and machine learning.
Continua
N. Jha Hindawi- 2022 Hybrid energy, solar and wind energy. India
Mathematical
Problems in Eng
H. Elahi Energies 2020  Energy harvesting, the loT, batteries, solar, Italy
wind, and thermal energy.
R. Raja IEEE Access 2022 Wind emulator, DC machine, FPGA controller, India
the loT, Python, and web services.
A. Paolo Mechanics & 2022 Hydropower diagnostics, vibration monitoring, Italy
Industry orbit identification, PCA ellipse adjustment.
J. Sanz Prensas 2016  Renewable energy, hydropower plants, and Spain
Universitdrias de hydropower.
Zaragoza
N. Yuniarti IJIM 2021 River flow, loT, hydropower plant, and rural Indonesia
electrification.
M. Akif Energies 2022 Machine learning, anomaly detection, Turkey
hydropower plant, and normal behaviour model.
F. Sharif Plos One 2021 Energy sector, hydroelectric station. Bangladesh
0. Journal of 2022 Electricity, GIS, rural electrification, mini- Nigeria
Sheerifdeen Renewable Energy hydro potential.
and Sustainable Dev
(RESD)
M. Wenfeng Earth and 2021 Hydraulic intelligence, the loT. China
Environmental
Science
R. Singh Sensors 2022 Blockchain, energy trading, energy grid, the USA
loT, renewable energy, machine learning.
S. Mohammed  Renewable and 2018  Solar energy, solar water pumping, Sub-Saharan
Sustainable Energy Concentrated solar thermal, Stirling engine, Africa
Reviews irrigation.
L. Chitra International 2022 The loT, solar energy, monitoring model. India
Journal of
Photoenergy
A. Rajendra International 2021 TBSS solar distiller & CBSS distiller. India
Journal of

Photoenergy



Author Journal Year Keywords Location

V. Anantha International 2022 Solar energy, the loT, microgrid control. India
Journal of
Photoenergy

P. Mohan Sensors 2022  Subsea sensor networks, energy efficiency, India

metaheuristics, network life, communication,
routing.

S. Mukase World electric 2022  Power consumption, ephemeral algorithm, China
Vehicle Journal wireless power transfer, periodic charging,

renewable sensor wireless networks.

S. Kwak Sensors 2022 Solar power generation, energy trading, auction  Korea

theory, testbed, media study, the IoT,
blockchain, forced learning.

A. Paez Sensors 2022  Energy harvesting, the loT, physiological Madrid (Spain)

sensors, solar energy, wireless communication,
wireless sensor network.

V. IETE Journal of 2020  Architecture, clarity index, cryptography, India

Ramamurthhi Research genetic algorithm, tilt angle, the loT, remote

monitoring, solar power, solar panel.

F. Ali Designs 2022 The loT, switchboard, renewable energy. South region

of India

S. Correia Advance Science 2022 The IoT, solar concentrator, own power, solar Portugal

power, temperature sensor, zero energy
buildings.

H. Zhou Wireless 2021 The IoT, solar energy. Shaoxing
Communications and (China)
Mobile Computing

D. Patel Springer 2022  Solar radiation, solar energy, fuzzy logic. India

S. Lanka AIP 2020  Solar energy, the loT, global warming, India

electricity, solar panels, temperature, lightning
detection, human movement.

C. Toma Informadtica 2018 The IoT, cloud service, API, cyber security, Bucharest
econbémica crypto security.

R. Aliguliyev International 2020  Big data, cloud computing, data mining, the Azerbaiyan
Journal of loT, petroleum industry. (Socar)
Hyperconnectivity
and the loT

1.0Olaizola Sensors 2022 Refinery 4.0, oil & gas, artificial intelligence, Spain

14.0.
C. Gooneratne  |EEE Engineering 2020 Management of scientists and engineers, Japan
organisational culture, R+D+i project
management, fourth industrial revolution,
digital transformation.

A. Allahloh Wireless 2022 The IoT, petroleum, pump efficiency, Saudi Arabia
communications and production.
mobile computing

U. Farooq Journal of sensors 2021 Routing, wireless sensors, subsea. Saudi Arabia

K. Wang Mobile Information 2022 Cloud computing, the IoT, oil & gas, China
Systems surveillance systems.

A. Basova Socidlno-ekonomicka 2020  Digitalisation, marketing strategies, energy Slovak
revue models, 14.0. Republic

S. Reed Ciencia 2010 Energy, water, electricity, electric power México

demand.

IRENA International 2022  Energy sources, solar energy, bioenergy, Middle East

Renewable Energy
Agencia: Abu Dhabi

geothermal energy, wind energy.

4.1. Analysis of information

The MAXQDA software in its 2022 version was used as part of the qualitative analysis of the data, using the
word cloud tool, which has the function of structuring a set of words from text in the form of a visual design
and hierarchically organising the terms that are presented most frequently. Figure 3 shows the most
frequently used keywords in the search for information from the scientific literature related to this work.
The use of the word cloud made it possible to identify and discern which words were most closely related
to the research topic. According to [58], word frequency can be regarded as a valid measure of the relative
importance of words in documents.
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Publications related to loT as a component of Industry 4.0 and its application in the energy sector have had
annual participations, identifying 48 relevant products for this study, as illustrated in Figure 4.
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Figure 4: Number of publications on 14.0 and its application with the energy sector

5.  CONCLUSIONS

The literature that was analysed indicated that wind energy has benefited from the application of controller
technology with the ability to regulate the power that is generated. The loT, as an integral element of 14.0,
has made it possible to create new systems that are capable of the real-time environmental monitoring of
humidity and temperature, which the information being sent to smartphones for analysis; a maximum
efficiency of 73% has been achieved in some cases. IoT systems that are located in the cloud and big data
present an approach to wind energy as a source of renewable energy.

Large hydroelectric power plants harness the power of water to obtain greater amounts of electrical
energy. The potential of this resource is 95%: it converts the potential energy of water into a source of
kinetic energy by passing the flow of water through clean-energy-generating turbines.

Solar technology that uses solar panels to convert energy, with the support of the loT in control models,
can manage energy consumption. There has been an increase in the use of new platforms to promote solar
energy trading as a clean energy approach. With the application of the loT and artificial intelligence, it
would be possible to generate precise amounts of solar energy.

The fossil energy industry is highly complex; the handling of O&G requires specialised equipment. The use
of technology in the extraction and refining process has been increased to reduce production costs, ensure
productivity, and improve the product.
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The loT is a component of 14.0 that allows the generation of technology that helps to control processes in
real time and that minimises and controls errors. New technology systems learn how to solve or prevent
disasters in organisations in the energy sector through artificial intelligence.

The loT has benefitted the energy sector, as indicated by the 48 reviewed documents. The year with the
highest production of articles was 2022, with 25 titles on the researched topic; the year with the second-
highest production was 2021, with 10 publications. The keywords of the documents indicated a concurrence
in the data cloud with the terms ‘energy’, ‘loT’, and ‘solar energy’, which showed the relevance of the
documents that were investigated. The literature that was analysed revealed studies that investigated this
relationship, identifying that the loT has benefits for the energy sector.

The use of advanced 14.0 technologies, such as the 10T, Al, and data analytics, enables a smarter and more
efficient management of various energy sources. In solar and wind energy, these technologies facilitate
integration into electricity grids and the forecasting of energy production. In hydropower, those
technologies optimise the operation of plants and the management of water resources. As for fossil energy,
they improve operational efficiency and reduce emissions through advanced monitoring and control.

In the future, 14.0 should bring about a profound transformation in the energy sector, promoting a more
sustainable future. By improving the efficiency and management of all energy sources, their environmental
impact will be minimised and the foundation for a cleaner and more resilient energy economy will be laid.
In short, both 14.0 and the future Industry 5.0 will not only optimise the operation and management of
different energy sources, but will also play a key role in the transition towards a more sustainable energy
system that is adaptable to future needs.

REFERENCES

[1] 0. Trofymenko, Development of mechanism for implementation of a national innovative policy in
the energy sector based on Industry 4.0, Technology Audit and Production Reserves, 4(60), pp. 34-
40 (2021).

[2] T. Nitlarp, S. Kiattisin, The impact factors of Industry 4.0 on ESG in the energy sector,
Sustainability, 14(15), pp. 1-19 (2022).

[3] M. Wollschlaeger, T. Sauter, J. Jasperneite, The future of industrial communication: Automation
networks in the era of the Internet of Things and Industry 4.0, IEEE Industrial Electronics Magazine,
11(1), pp. 17-27 (2017).

[4] B. Uniejewski, J. Nowotarski, R. Weron, Automated variable selection and shrinkage for day-ahead
electricity price forecasting, Energies, 9(8), pp. 1-22 (2016).

[5] M. Tutak, J. Brodny, P. Bindzar, Assessing the level of energy and climate sustainability in the
European Union countries in the context of European green deal strategy and agenda 2030, Energies,
14(6), pp. 1-32 (2021).

[6] R. Trzaska, A. Sulich, M. Organa, J. Niemczyk, B. Jasinski, Digitalization business strategies in
energy sector: Solving problems with uncertainty under Industry 4.0 conditions, Energies, 14(23),
pp. 1-21 (2021).

[7] R. Canelén, C. Pefa, A. Salazar, DINNP-U: A design process for digital innovation platforms in
energy sector companies, Journal of Technology Management & Innovation, 17(3), pp. 59-68 (2022).

[8] P. Borowski, Digitization, digital twins, blockchain, and Industry 4.0 as elements of management in
enterprises in the energy sector, Energies, 14(7), pp. 1-20 (2021).

[9] A. Rot, M. Sobinska, M. Hernes, B. Franczyk, Digital transformation of public administration
through blockchain technology, Towards Industry 4.0 — Current challenges in information systems,
887, pp. 111-126 (2020).

[10] N. Bhagwan, M. Evans, A comparative analysis of the application of Fourth Industrial Revolution
technologies in the energy sector: A case study of South Africa, Germany and China, Journal of
Energy in Southern Africa, 33(2), pp. 1-14 (2022).

[11] A. BaSova, Digital challenges of Industry 4.0 in energy sector, Socidl-Ekonomickd Revue, 18(3), pp.
5-14 (2020).

[12] Z. Dobrowolski, Internet of Things and other e-solutions in supply chain management may generate
threats in the energy sector: The quest for preventive measures, Energies, 14(17), pp. 1-11 (2021).

[13] S. Manna, D. Kumar, A. Kumar, A review of control techniques for wind energy conversion system,
International Journal of Engineering and Technology Innovation, 13(1), pp. 40-69 (2023).

[14] C.Wang, Y. Li, Y. Fan, Y. Chi, H. Qi, H. Liu, Development of wind-energy modeling technology and
standards, Global Energy Interconnection, 5(2), pp. 206-216 (2022).

74



[15]
[16]

[17]

(18]

[19]

[20]
[21]

[22]

[23]

(24]

[25]

[26]
[27]
[28]
[29]
(30]
[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

S. Roy, M. Humayun, M. Salauddin, M. Halim, An electromagnetic wind energy harvester based on
rotational magnet pole-pairs for autonomous loT applications, Energies, 15(15), pp. 1-14 (2022).

H. Teimourian, A. Teimourian, K. Dimililer, F. Al, The potential of wind energy via an intelligent
loT-oriented assessment, The Journal of Supercomputing, 78, pp. 5221-5240 (2021).

S. Karad, R. Thakur, Efficient monitoring and control of wind energy conversion systems using
Internet of Things (loT): A comprehensive review, Environment Development and Sustainability,
23(10), pp. 1-18 (2021).

Y. Zou, M. Sun, F. Yan, T. Du, Z. Xi, F. Li, C. Zhu, H. Wang, J. Zhao, P. Sun, M. Xu, A high-
performance flag-type triboelectric nanogenerator for scavenging wind energy toward self-powered
loTs, Materials, 15(10), pp. 1-10 (2022).

M. Liton, A. Abu, S. Muyeen, M. Mubashwar, M. Momtazur, Industrial loT based condition
monitoring for wind energy conversion system, CSEE — Journal of Power and Energy Systems, 7(3),
pp. 654-664 (2021).

L. Alhmoud, H. Al, loT applications in wind energy conversion systems, Open Engineering, 9(1), pp.
490-499 (2019).

M. Lanre, Optimization and digitization of wind farms using Internet of Things: A review,
International Journal of Energy Research, 14(11), pp. 15832-15838 (2021).

N. Shabbir, L. Kiitt, M. Jawad, O. Husev, A. Ur, A. Abid, M. Shafiq, J. Ghoo, Short-term wind
energy forecasting using deep learning-based predictive analytics, Computers, Materials &
Continua, 72(1), pp- 1-18 (2022).

N. Jha, D. Prashar, M. Rashid, Z. Khanam, A. Nagpal, A. Saeed, S. Alshamrani, Energy-efficient
hybrid power system model based on solar and wind energy for integrated grids, Hindawi-
Mathematical Problems in Engineering, 2022, pp. 1-12 (2022).

H. Elahi, K. Munir, M. Eugeni, S. Atek, P. Gaudenzi, Energy harvesting towards self-powered loT
devices, Energies, 13(21), pp. 1-31 (2020).

R. Raja, S. Banerjee, R. Manikanda, K. Kotecha, V. Indragandhi, S. Vairavasundaram, Intelligent
loT wind emulation system based on real-time data fetching approach, IEEE Access, 10, pp. 78253-
78267 (2022).

S. Reed, S. Trelles, G. Hiriart, Energia del agua, Revista Ciencia-Académica Mexicana de Ciencia,
61(2), pp. 52-61 (2010).

A. Paolo, L. Garibaldi, D. Cuvato, M. Bonjean, A. Sannolo, L. Artaz, Vibration monitoring of a
hydroelectric power generation unit: Improved indicators of rotor health based on orbital analysis,
Mechanics & Industry, 23(15), pp. 1-10 (2022).

J. Sanz, ed., Energia hidroeléctrica, Zaragoza, Espana: Prensas Universitarias de Zaragoza, (2016).
N. Yuniarti, Design and development of loT based water flow monitoring for Pico hydro power plant,
International Journal of Interactive Mobile Technologies (iJIM), 15(7), pp. 69-80 (2021).

M. Akif, i. Kosalay, D. Gezer, Machine-learning-based modeling of a hydraulic speed governor for
anomaly detection in hydropower plants, Energies, 15(21), pp. 1-19 (2022).

International Renewable Energy Agency, Renewable capacity highlights, Abu Dhabi: International
Renewable Energy Agency (2022).

F. Sharif, T. Rahman, A. Al, O. Bin, M. Altaf, An approach to increase the power output of Karnafuli
Hydroelectric Power Station: A step to sustainable development in Bangladesh’s energy sector, PLoS
One, 16(10), pp. 1-22 (2021).

0. Sheerifdeen, Y. Adeeyo, L. Mohammed, I. Nda, Geospatial assessment of small hydropower
potentials in Ogun watershed for rural electrification, Journal of Renewable Energy and Sustainable
Development (RESD), 8(2), pp. 35-44 (2022).

M. Wenfeng, J. Haiyin, P. Zhangyu, L. Qi, D. Jianhua, Monitoring system design for intelligent
hydraulic safety based on the loT, IOP Conference Series: Earth & Environmental Science, 676, pp.
1-8 (2021).

R. Singh, S. Vaseen, A. Gehlot, D. Buddhi, N. Priyadarshi, B. Twala, Energy system 4.0:
Digitalization of the energy sector with inclination towards sustainability, Sensors, 22(17), pp. 1-34
(2022).

S. Mohammed, B. Hughes, D. O’Connor, J. Kaiser, A review of sustainable solar irrigation systems
for sub-Saharan Africa, Renewable and Sustainable Energy Reviews, 81, pp. 1206-1225 (2018).

L. Chitra, N. Vasantha, M. Maheswari, D. Uike, M. Nageswararao, E. Al, A. Metwally, A. Islam, A.
Diriba, loT-based solar energy measurement and monitoring model, International Journal of
Photoenergy, 2022(2), pp. 1-8 (2022).

A. Rajendra, R. Sathyamurthy, M. Sudhakar, B. Madhu, D. Mageshbabu, A. Manokar, A. Chamkha,
Effect of design parameters on fresh water produced from triangular basin and conventional basin
solar still, International Journal of Photoenergy, 2021, 6619138 (2021).

75



[39]

[40]

[41]
[42]
[43]
[44]
[45]

[46]

[47]

[48]

[49]
(50]
[51]
[52]
(53]

[54]

(53]

[56]

[57]

[58]

[59]

V. Anantha, A. Jeba, B. Muthuraj, U. Senthil, T. Vijay, T. Sudha, R. Sripada, M. Hiu, R. Raju, An
loT innovation of smart solar energy consumption analysis and control in micro grid, International
Journal of Photoenergy, 2022, pp. 1-9 (2022).

P. Mohan, N. Subramani, Y. Alotaibi, S. Alghamdi, O.l. Khalaf, S. Ulaganathan, Improved
metaheuristics-based clustering with multihop routing protocol for underwater wireless sensor
networks, Sensors, 22(4), pp. 1-16 (2022).

S. Mukase, K. Xia, Multi-objective optimization with mayfly algorithm for periodic charging in
wireless rechargeable sensor networks, World Electric Vehicle Journal, 13(7), pp. 1-16 (2022).

S. Kwak, J. Lee, H. Oh, EggBlock: Design and implementation of solar energy generation and trading
platform in edge-based IoT systems with blockchain, Sensors, 22(6), 2410 (2022).

A. Paez, M. Garcia, E. Olias, C. Lopez, Solar energy harvesting to improve capabilities of wearable
devices, Sensors, 22(10), pp. 1-21 (2022).

V. Ramamurthi, E. Samuel, loT-based energy monitoring and controlling of an optimum inclination
angle of the solar panels, 68(4), pp. 3108-3118 (2022).

F. Ali, M. Mohamed, Y. Omra, Integration of solar energy supply on smart distribution board based
on loT system, Designs, 6(118), pp. 1-9 (2022).

S. Correia, A. Bastos, M. Martins, I. Macario, T. Veloso, J. Pereira, J. Coutinho, S. Ventura, P.
André, R. Ferreira, Bio-based solar energy harvesting for onsite mobile optical temperature sensing
in smart cities, Advanced Science, 9(17), pp. 1-9 (2022).

H. Zhou, Q. Liu, K. Yan, Y. Du, Deep learning enhanced solar energy forecasting with Al-driven loT,
Wireless Communications and Mobile Computing, 2021, pp. 1-12 (2021).

D. Patel, S. Patel, P. Patel, M. Shah, Solar radiation and solar energy estimation using ANN and
fuzzy logic concept: A comprehensive and systematic study, Environmental Science and Pollution
Research, 29(22), pp. 32428-32442 (2022).

S. Lanka, I. lkechukwu, C. Pinto, Application work on controlling renewable energy by sensors
materials over loT, AIP Conference Proceedings, 2297(1), pp. 1-7 (2020).

C. Toma, M. Popa, loT security approaches in oil & gas solution Industry 4.0, Informatica Economicd,
22(3), pp. 46-61, (2018).

R. Aliguliyev, An architecture for big loT data analytics in the oil and gas industry, International
Journal of Hyperconnectivity and the Internet of Things, 4(2), pp. 25-37 (2020).

I. Olaizola, M. Quartulli, E. Unzueta, J. Goicolea, J. Florez, Refinery 4.0, a review of the main
challenges of the Industry 4.0 paradigm in oil & gas downstream, Sensors, 22(23), 9164 (2022).

C. Gooneratne, A. Magana, W. Contreras, M. Affleck, P. Singh, G. Zhan, T. Moellendick, Drilling
in the Fourth Industrial Revolution: Vision and challenges, IEEE Engineering, 48(4), pp. 1-12 (2020).
A. Allahloh, M. Sarfraz, M. Alqahtani, S. Ahmad, S. Huda, Application of industrial Internet of
Things (loT) in crude oil production optimization using pump efficiency control, Wireless
Communications & Mobile Computing, pp. 1-18 (2022).

U. Farooq, M. Ullah, R. Ullah, A. Alharbi, M. Irfan, M. Inam, W. Alosaimi, IDBR: loT enabled depth
base routing method for underwater wireless sensors network, Journal of Sensors, 2021, 7777181
(2021).

K. Wang, Application of cloud computing and GIS based on Internet of Things in oil and gas storage
and transportation production management and safety monitoring and early warning system, Mobile
Information Systems, 2022(10), pp. 1-11 (2022).

N. Haddaway, M. Page, C. Pritchard, L. McGuiness, An R package and shiny app for producing
PRISMA 2020-compliant flow diagrams with interactivity for optimized digital transparency and open
synthesis, Campbell Systematic Reviews, 18(2), pp. 1-12 (2020).

H. Chung, R. Pong, K. Fai, K. Lam, Interpreting TFIDF term weights as making relevance decisions,
ACM Transactions on Information Systems, 26(3), pp. 1-37 (2008).

J. Xu, Y. Tao, H. Lin, Semantic word cloud generation based on word embeddings, IEEE Pacific
Visualization Symposium (PacificVis), pp. 239-245 (2016).

76



	THE INTERNET OF THINGS AS AN ESSENTIAL ELEMENT FOR THE BENEFIT OF THE ENERGY SECTOR: A REVIEW OF THE LITERATURE

